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AWS loT Analytics

Analytics

AWS loT Events Services

AWS loT Things Graph

AWS loT Core Amazon FreeRTOS

ooo

AWS loT Device Management

AWS loT Device SDK

. Connectivity Device
AWS loT Device Defender & Control Software AWS loT Greengrass
Services

AWS loT Device Tester



ﬁﬁ Device
| Software




of things

L
—
dWS internet

Device
Software

oog| |




AWS 10T} €A At 561= C|HIO|AE &l A +=

Microcontrollers Microprocessors
"RTOS| | M )
AWS loT
Greengrass
or AWS internet
C-SDK o of things

{%};L Device
d2%° ]/ Software




oog| |

Device
Software

A,




FreeRTOS

~
o
<
10l
ol
H
of 17 |
S K OH
ol K
VI_.7_| m
ES &
<@ %
Wm_ oF
o <0 H_H_
o [0

4/




FreeRTOSE loT endpointE X| gL CH

(=)

Local Connectivity  Cloud Connectivity Security Connectivity OTA &
Libraries Libraries Libraries Code Signing
=2t E HZE 0| AWS loT ofo|32 HEEZ 7|t HHSH EX| HOo|H 3 AHA &{xo| C|HFO|AOf & Ot
Greengrass C|HIO|AQF S 41 SONLY PARE(O)=E=, ¢'71| AHO|E, I 4N U T o
S5t =X E FgLC X [O|0| E HY =
‘ FreeRTOS 72 =¥ ,

|

&
L

h\



MCUZ} K| HAEEE NHe|&

- MCU7} GHz &0 ==t
- NXP = Arm Techcon 20199 A{ i.MXRT1170 & & &
- ZX|CH 1GHz2| clock &=

. DjAl B mR g §=

- Keyword spotting/wake word detection

. TinyML

« Tensorflow Lite

> MCU= EH

o =

1

& o K| =

_OI_:I_.

= MCU S2E A S B2 &L L



re
| A secu
eeRTOSH

: eerfwents A&
el

Q O}

-6|-I_ 3

entE A|' ?c'SI- L_‘

Secure Eleljm”(ljr ik H
I=|1|7<

710

E| I
PKCS#’ILO.__ | IL
7|- _Eﬁl-)k-l :LE-E CH
el o) X| Of| A
=c| & AU
Clafo| A=
C|.

e
>+ [

w EJIE OI-OC,),I-

r

3040 |-

%E
|_0-
Z~H]

LE=
@
al

Oknlo W
Rall=lp
AT HU |m

ot N g
i o] ©



Secure ElementE AIEoHA| =2 8%

MCU Hardware

FreeRTOS Amazon FreeRTOS internal

kernel Flsrerfas Transport Layer Security (TLS) library

Partner Supplied Libraries and Drivers (IDF)




U2 3E 2SHK secure element AHE:

MCU Hardware

Amazon

FreeRTOS FreeRTOS
kernel internal
libraries

Partner Supplied Libraries
and Drivers (IDF)

Transport Layer
Security (TLS) library

Amazon FreeRTOS
PKCS #11 API

Partner Supplied
PKCS #11 Module

Secure Element Hardware

Secure Storage

=]

Cryptographic
functions




0T Core

C|HFO|A A4 At2| S Cloud applic

SRR

adws




CH

O] ZXIE MO, &2 X

AWS loT Core

LF

Connectivity
& Control
Services

S 512{ B OfE | oLt




CHZFO| |oT C|HIO|A =9
o 12| 8l CloudAt9
O =2|#|O *4 =4}

MDA %6-55 oro{™ :
o€ A| Sl|OfF SfL|77}t? S

EI[
EI[
'EI_[
EI[
EI[

Connectivity
& Control
Services



cloud Of=2|# 0| M Bl 7|E} C|HIO| AL} =l 1

>
=
Vp)
)
_|
N
@)
D
rir
rQ
1IN
il
1
L
o
| >
N

O 2 2 C|HFO|AS AWS AHA = X9 QI HEfOAME S CtE AWS AH|AQL
cloud 3! 7|Ef C|H}O| A0 HOolHE e+ 8 A T2 20| AKXt Al 2ATS| ECSIH HO|HE
CHHSHA AZASH7| {5t N elst7| {5t A8 = UEE oY /dte 2 =E25}7| £|5t]
2|50 (Analytics, Databases, Al,
etc.)

Connectivity
ZU:’ & Control
Services



(‘\ AWS loT Core

(O)e

4 P

%{}

Identity Device Message Rules
Service Gateway Broker Engine
2o et loT YIAZE0 loT fleet AKEetHE2 2
7|17] 215 Mol HE 1| Of| A CHEEO| |oT
2l X 2l ObYEO|M  G|O|E|E $FsD
z D #2 4 FA2 248D
provision ’

9 A|2t3E

o)

Connectivity
& Control
Services

[
I

‘[§>

Device .
Reqistr
Shadow gistry
AN =X| AWS
S HE|S MH| A0 A
O|sfist =7 AN
A of Aol 2
|Hf0|’\ =~ ske]

9l Fhetz 13



[dentity Service

20 = X2 elE 2] X 72D A

NS [0t ¢ CA A client 1S M S I kA
A2 SFLF AWS loT Core/t AR AHS
$et IS ME A d

At&2tEl device provisioning 24! X[ &

certificate-based mutual authentication,
SigV4, Amazon Cognito ldentity,
custom authorizers(token based
authentication) X| &

loTSM= Sot w8otd MZ=2rel BN

1 —

KO

L

o __

A

X.509 —

> 4
SigV4

Cognito




Connection Requirements (certificate-based mutual authentication)
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Message Broker
St Z st Z =t publish-subscribe broker
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What can data look like?

AHE X X| JSON payloads

PUBLISH turbines/ev-gen/123 (qos: 0)

{
‘timestamp™: "2016-11-29T10:00:00",
"temperature”: 125,
"humidity": 95,
"rotor-freq": 6455,
“output”: 480,
“output-freq”: 60

}

What about binary payloads?
Supported but limited
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Device Shadow

The shadow is the most critical feature to understand....

"state" : {
" g
"lights": { "color": " "1,
' engine" : "ON Q
: " g
"lights" : { "color": " "1,
"engine” : "ON" API

loT Device SDK

}

"delta" : { Application
"lights" : { "color": " "}

1}

"version" : 10

}
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Static data
Serial #, meta data, etc.
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Type 1SC

by Murata Manufacturing Co., Ltd.

Type 1SC is a compact, low cost, LTE-M module that supports the cellular LTE-M and NB1 network

protocols. This stand-alone module measures just 11.1 x 11.4 x 1.5 mm (max), constructed in a

silver resin shielded package and is comprised of an Altair ALT1250 transceiver with an FEM

module and external flash memory. An integrated TCXO, that has robust low drift thermal

characteristics, provides an accurate clock source for the RF transceiver.

Type 1SC supports Multi-band (low and mid-band) to cover most of the globe, VOLTE to deliver

voice calls directly over LTE-M, an iUICC to select MNO profiles, GPS and Glonass for accurate

positioning, and features low current consumption (eDRX and PSM) to achieve a battery life of 10+

years. It is Ideally suited for small, battery operated loT devices and applications.

AWS Service
AWS loT Core

Industry

Agriculture, Consumer Goods, Energy / Utilities,
Healthcare / Life Sciences, Industrial, Retail,
Security, Smart City, Smart Home,
Transportation

Device Type
RF Module

Application

Appliances, Asset Management / Tracking,
Building Automation, Connected Vehicle,
Contact / Call Center, Data Logging,
Diagnostics, Emergency Response, Fleet
Management, Food Service, Heavy Equipment,
Home Automation, Industrial Automation,
Irrigation, Lighting, Logistics, Medical Devices,
Oil / Gas, Point-of-Sale, Predictive Maintenance
/ Quality, Remote Monitoring, Security / Access
Control, Smart Grid, Tank Monitoring, UAV,
Video Surveillance, Water / Wastewater,
Wearables
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AWS loT Core AMH|A &

AWS loT AWS loT MQTT test client

Monitor MQTT tESt Cl.ie I'It Info

Activity
You can use the MQTT test client to monitor the MQTT messages being passed in your AWS account. Devices publish MQTT messages that are identified by topics
Onboard to communicate their state to AWS loT. AWS loT also publishes MQTT messages to inform devices and apps of changes and events. You can subscribe to MQTT

message topics and publish MQTT messages to topics by using the MQTT test client.
Manage

Greengrass Subscribe to a topic Publish to a topic

Getting started

Core devices Topic filter Info

The topic filter describes the topic(s) to which you want to subscribe. The topic filter can include MQTT wildecard characters.
Components

Deployments

Classic (V1) P Additional configuration

e m

Certificates

Policies
CAs Subscriptions
Role Aliases

Authorizers . _— . . S ;
You have no topic subscriptions. Subscribe or select a topic to view incoming messages.

Defend
Intro
Audit

¥ Detect

Alarms




AWS loT

Monitor

Activity

Onboard

Manage

» Fleet Hub

P Greengrass

> Wireless connectivity

> Secure

» Defend

P Act

¥ Test
Device Advisor

MQTT test client

Software
Settings

Learn

Feature spotlight

Documentation [

@) New console experience

Tell us what you think

Feedback English (US) *

AWS loT MQTT test client

MQTT test client ..«

You can use the MQTT test client to monitor the MQTT messages being passed In your AWS account. Devices publish MQTT messages that are identified by toplics to communicate their state to AWS loT. AWS loT also publishes MQTT messages to

Inform devices and apps of changes and events. You can subscribe to MQTT message topics and publish MQTT messages to topics by using the MQTT test client.

Subscribe to a topic Publish to a topic

Topic filter info

The topic filter describes the topic(s) to which you want to subscribe, The topic filter can include MQTT wildcard characters

tracker/location

» Additional configuration

Subscriptions tracker/location

tracker/location & X

1, Amazon Web

‘ Pause H Clear H Export H Edit ‘

. Inc. or its affillates. All rights rese

Privacy Palicy

Terms of Use

Cookle preferences




COM4@115200.8.n,1 X

%AHSIOTEVU: "SUBCONF", 3,0 =
AT%ANSIOTCHD="SUBSCRIBE", "$aws/things/ 1250devicel 1/shadow/update/re jected”

%AHSCHMD: 4

0K

%AWSIOTEVU: "SUBCONF",4,0
AT%AHSIOTCHD="SUBSCRIBE", "$aus/things/ 1250devicel 1/shadow/update/del ta"
%AWSCMD: 5

0K

%ANSIOTEVU: "SUBCONF",5,0
AT%AWSIOTCHMD="SUBSCRIBE", "$aus/things/ 1250devicel 1/shadow/update/docunents”
%AHWSCHD: 6

OK

%AHSIOTEVU: "SUBCONF",6,0
AT%AWSIOTCHD="SUBSCRIBE", "$auws/things/ 1250devicel 1/shadow/get/accepted"
%AHSCHMD: 7

0K

%AWSIOTEVU: "SUBCONF",7, 1
AT%AHSIOTCHD="SUBSCRIBE", "$aus/things/ 1250devicel 1/shadou/del ete/accepted”
%ANSCMD: 8

0K

%ANSIOTEVU: "SUBCONF ", 8, 1
AT%AWSIOTCHMD="SUBSCRIBE", "$aus/things/ 1250devicel 1/shadouw/del ete/rejected"
%AHWSCHMD: 9

0K

%AWSIOTEVU: "SUBCONF",9, 1

%NOTIFYEV: "SIBI1"
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AlA (Alexa Voice Service Integration tfor AWS loT Core)

AH ALK, 22 =F7| 8 30 P‘* NED 22 M2 B2 MZ0| Alexa W&
7lsE M85 20 H|E 25X 22 A0 SAISHHA|L.
Pu— — —
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T &
- J \ % T
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Analytics
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AWS loT Analytics
AWS loT Events

AWS loT Things Graph
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FEATURE
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AWS loT Greengrass Core software

Software distributions AWS Cloud service
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< AWS internet
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i::E AWS loT Greengrass V2 API

AWS loT Greengrass V2 console




Greengrass component

AWS internet
) Of things

AWS Provided Component User Created Component

Temperatur
e/Humidity
Sensor

Distance Analog
Sensor Sensor

AWS loT Greengrass V2 Core software

Physical sensors

Mini PC Vibration Sensor LED light Pressure Sensor



Create your component - Recipes

Recipes

= componentO|= metadatas
HO|SH= recipe fileO| X3t
Recipe= T8 24-9| Of7f H=,

=AM AMHX7| O Z2HE S35
S5d, 857 & S2E 22

SES

RecipeFormatVersion: 2020-01-25

ComponentName: com.example.HelloWorld

ComponentVersion: '1.0.0°

ComponentDescription: My first AWS IoT Greengrass component.
ComponentPublisher: Amazon

ComponentConfiguration:

DefaultConfiguration:

Message: world

Manifests:
- Platform:
0s: linux
Lifecycle:
|
python3 {artifacts:path}/hello_world.py '{configuration:/Message}’




Create your component - Artifacts

import sys

Artifa Cts import datetime

message = f"Hello, {sys.argv[1]}! Current time: {str(datetime.datetime.now())}."

message += " Greetings from your first Greengrass component."
A 2 E 9_|—|_O| e Y # Print the message to stdout.
= = / |:|J'L — | =y print(message)
AN EL 116
gx—_! E—l_l__ o = %I- # Append the message to the log file.

with open('/tmp/Greengrass_HelloWorld.log', 'a') as f:
print(message, file=f)




ocalOllA] componentE 7 5! HAE

AWS loT Greengrass CLI Local debug console

C|HFO[A0M 22 = OfSE|AH|0|8 5 7NEStL C|HFO|A0f A Of S 2[AH|0] 8=
ClHZg =+ A= MZ2 CL AAH2 =2 CHY

AWS loT Greengrass X Local debug console

- o X Components

1

~ setch@setch-NUC10i3FNK: ~ Q

:~S /greengrass/v2/bin/greengrass-cli help
Usage: greengrass-cli [ ] [--ggcRootPath=<ggcRootPath>] [COMMAND]
Greengrass command line interface

h=<ggcRootPath>

The AWS IoT Greengrass V2 root directory.
Show this help message and exit.

Print version information and exit.

’

) v
Commands:

help Show help information for a command.

component Retrieve component information and stop or restart
components.

deployment Create local deployments and retrieve deployment status.

logs Analyze Greengrass logs.

get-debug-password Generate a password for use with the HTTP debug view
component.

N |




Upload your component

v Component 7l 2= 2t=5IH AWS SR E0 =

artifacts
Amazon S3
Component
1. Component2]
artifactsS Amazon S3 3. component recipe= = H
bucketOf| == AWS loT Greengrass2|

componentE 24

2. 24219 artifact2| Amazon
S3 URI= component
recipe0f =7}



Deploy component

Overview

AWS |oT Greengrass uses continuous AWS 0T jobs to deploy to thing groups.

Target Target type Deployment created
UbuntuGreengrassCoreGroup [4 Thing group 17 days ago

laT Job Status
26eaddal-Zaeb-4bfa-95 95¢149f833b (A @RLLi'u‘!

Target core devices (1) | Add core device to target group |
Improved fleet deployment features Vo8

Core device name Status Status reported

GG-NUCTDISFNK \ 17 days ago

AWS loT Thing group= 0| &3} deploymentE

S3st 0| C|HojA0| B2S |

Components (1)

Name Version

aws.greengrass.Cli 203

Deployment”} % OFZ(roll-out) | = & =2f

Advanced deployment configurations

deployment”Zt Hifst= =42 +d 7ts

1t specify o canc
Compoanent update policy
Notify components, Component update response timeaut: 60 seconds
Coenfiguration valldation response timeout

&0 seconds

Failure handling policy

Don't roll back
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AWS

Partner

Ca

=82 = AWS2 & AHER = A= dSE THELH ot =

A0l X

(

Storage MURATA MANUFACTURING CO., LTD.

Environmental
Lens Type
Resolution
Mounting f Form Factor
Power
Rl
Type 1PS

Shielded Ultra Small Dual Band WiFi
11a/bfg/nfac+Ethernet+MCU Module

Qualified for Freel

MURATA MANUFACTURING CO., LTD.

R
Type 1LD

Shielded Ultra Small WiFi
11b/g/n+Bluetooth 4.2+MCU Module

Shop now

MURATA MANUFACTURING CO., LTD.

RF Module
Type 1GC

Shielded Ultra Small Dual Band WiFi
11a/bfg/n+Ethernet+MCU Module

Qualified for Fr

MURATA MANUFACTURING CO., LTD.

sdule

Type 15C

Shielded Ultra Small LTE-M/NB-
loT+MCU Module with integrated SIM
and GNSS options

Shop now

MIMXRT1060-EVK

Connected development and
prototyping platform for the NXP i.MX
RT1060 family of ARM Cortex-M7
based crossover processors

MURATA MANUFACTURING CO., LTD.

RF Module
Type ABR

Type ABR is a small module with an
integrated PCB antenna based on NXP
88MW320 WIFi 802.11 b/g/n radio and
a 200MHz ARM Cortex-M4F MCU.

Shop now

\

https://devices.amazonaws.com/

| C|HIO|AS B4

—

ofdA| 2.

Qualified loT

devices in the Partner
Device Catalog.
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