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1. About this Document
1.1. Purpose and Scope
This document provides instructions to communicate with AWS loT Core on Murata TypellD EVB.
1.2. Prerequisites
In this guide, it is assumed that you are familiar with WICED SDK. You do not need to be a WICED master, but
if you do not know these things, please check TypellD Evaluation Board Quick Start Guide before moving
forward.
e How to create new MakeTarget on WICED SDK
e How to run snip.scan example application on TypellD EVB
e How to see UART output from snip.scan example application onTera Term, Putty, etc.

It is also assumed that you have AWS account and you can access AWS IoT Console.

2. Evaluation Board

Verify pin setting for correct operation as below.
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3. Setting up AWS loT Core
A. Visit AWS loT Core Console and select Manage - Things from the left menu, then click Register a thing

button.
4P aws T 5
Q
Monitor % '@- @
\..\‘\- 04
Onboard
Manage \07

Things p
Types

Thing groups

Billing Groups

Jobs

Tunnels
You don't have any things yet

A thing is the representation of a device in the cloud.

Greengrass

Secure

Defend

Learn more Register a thing
Act

B. Click Create a single thing button.

Creating AWS loT things

An loT thing is a representation and record of your phyisical device in the cloud. Any physical
device needs a thing record in order to work with AWS loT. Learn more.

Register a single AWS loT thing
Create a thing in your registry Create a single thing I

C. Type “testThing” in the Name filed, then scroll down and click Next button.

CREATE A THING

Add your device to the thing registry

®@e P

This step creates an entry in the thing registry and a thing shadow for your device.

Name

testThing

Apply a type to this thing

Using a thing type simplifies device management by providing consistent registry data for things that share a type. Types provide things with a
common set of attributes, which describe the identity and capabilities of your device, and a description.

Thing Type

Add this thing to a group
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D. Click Create certificate button

Add a certificate for your thing

A certificate is used to authenticate your device's connection to AWS loT.

One-click certificate creation (recommended)

This will generate a certificate, public key, and private key using AWS loT's certificate

authority.

Create certificate

E. Download all of files and save them in a safe place. Make sure that you download private key and

public key as they cannot be retrieved after you close this page.

Certificate created!

Download these files and save them in a safe place. Certificates can be retrieved at any time, but the private and public keys cannot be retrieved

after you close this page.

In order to connect a device, you need to download the following:

A z.:ertlflr_ate for this 832e0d81aa.cert.pem Download
thing

A public key 832e0d81aa.public.key Download
A private key 832e0d81aa.private.key Download

You also need to d | CA for AWS loT:
A root CA for AWS I4T Download

F. Regarding root CA for AWS loT, download RSA 2048 bit key: Amazon Root CA 1.

AWS loT X

Developer Guide

v

What is AWS loT?

v

Getting started with AWS loT
Core

» AWS loT rules tutorials

» Using the AWS loT device SDKs
on a Raspberry Pi

» Other AWS loT tutorials
» Managing devices with AWS loT
» Tagging your AWS loT resources
¥ Security
Security in AWS loT
¥ Authentication
Server authentication

» Client authentication

English

CA certificates for server
authentication

Depending on which type of data endpoint
you are using and which cipher suite you have
negotiated, AWS loT Core server
authentication certificates are signed by one
of the following root CA certificates:

VeriSign Endpoints (legacy)

* RSA 2048 bit key: VeriSign Class 3 Public
Primary G5 root CA certificate @

Amazon Trust Services Endpoints (preferred)

* RSA 2048 bit key: Amazon Root CA 1[4.

+» RSA 4096 bit key: Amazon Root CA 2.
Reserved for future use.

v

Sign In to the Console

On this page

Endpoint types

CA certificates for server
authentication

Server authentication guidelines
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G. After making sure you have downloaded private key and public key (and certificate and Amazon root

CA), scroll down and click Activate button, then click Done button.

In order to connect a device, you need to download the following:

A .(ertlflcate for this 832e0d81aa.cert.pem Download
thing

A public key 832e0d87aa.public.key Download
A private key 832e0d81aa.private.key Download

You also need to download a root CA for AWS loT:
A root CA for AWS loT Download

Cancel I Attach a policy

H. Select Secure - Policies from left menu and click Create policy button.

&P Aws 1T

Monitor /_\
Onboard

Manage

Greengrass

Secure \/

Certificates

-
CAs

Role Aliases

You don't have any policies yet

AWS loT policies give things permission to access AWS loT resources (like other things, MQTT topics,
or thing shadows).

Authorizers
Defend

Act
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I.  Type “iot:*” in the Action filed, “*” in the Resource ARN field, check Allow and click Create button.
Add statements

Policy statements define the types of actions that can be performed by a resource. Advanced mode

Action

iot:*

Resource ARN

*

Effect

B Allow Deny

=]

J.  Click Secure - Certificates from left menu then click three dots menu on your certificate, and then

click Attach policy.

Monitor Search certificates Card ~ @
Manage 832e0d81a
ACTIVE .
Deactivate
Greengrass
Revoke
Secure
Certificates
Policies
CAs
Role Aliases
Authorizers Attach policy
Attach thing
Defend
Download
e Delete

K. Check testPolicy you just created and click Attach button.

Attach policies to certificate(s)

Policies will be attached to the following certificate(s):

832e0d81aa1fae58fa27844df45d3ec5b7ce2ddbf7d098f6ddb482d8f97af6cc

Choose one or more policies

Search policies

B testPolicy View

1 policy selected Cancel ﬁ
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4. Setting up Certificate Files for WICED
You have module certificate and Amazon certificate in previous section “3. Setting up AWS IoT Core”.
Rename these files to fit with WICED configuration and place them in the appropriate folder as below.

*You must have unique characters for XXxxxxxxxx.

File Rename to Location
AmazonRootCA1l.pem rootca.cer e 43xxx_Wi-Fi\resources\apps\aws\iot
XXXXXXXXXX-private.pem.key privkey.cer e 43xxx_Wi-Fi\resources\apps\aws\iot\publisher

e 43xxx_Wi-Fi\resources\apps\aws\iot\subscriber

XXXXXXXxxx-certificate.pem.crt client.cer e 43xxx_Wi-Fi\resources\apps\aws\iot\publisher

e 43xxx_Wi-Fi\resources\apps\aws\iot\subscriber

Note: WICED folder is at “C:\Users\<user name>\Documents\WICED-Studio-<VERSION>" with default
installation.

5. Checking Your AWS Endpoint

Visit AWS loT Core Console and select Settings from the left menu, then copy the Endpoint. You need this in

later sections.

: 1l
4[> Aws loT Settings
Monitor Custom endpoint
Onboard This is your custom endpoint that allows you to connect to AWS loT. Each of your Things has a REST API available at this
This is also an important property to insert when using an MQTT client or the AWS loT Device SDK.
Manage
Your endpoint is provisioned and ready to use. You can now start to publish and subscribe to topics.
Greengrass
Endpoint
Secure
_—ats .iot.us-east-1.amazonaws.com
Defend
Act
Test
Logs
You can enable AWS |oT to log helpful information to CloudWatch Logs. As messages from your devices pass through tF
broker and the rules engine, AWS loT logs process events which can be helpful in troubleshooting.
Software Role
an
Settings Y
Learn Level of verbosity

ek
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6. Running Applications

6.1. Running Publisher Application

This is Wirelss Wall Switch example which publishes messages as “WICED_BULB” topic when you push SW1.

A) Open WICED IDE

B) Open 43xxx_Wi-Fi\apps\demo\aws\iot\pub_sub\publisher\publisher.c and update the endpoint with

yours. If you do not know your endpoint, please check “5. Checking Your AWS Endpoint”.
A 101 static wiced_aws_gos_level_t qos = WICED AWS_QO0S_ATMOST_ONCE;

v 15 4300 Wi-Fi
~ = apps
~ (= demo

= aliyun_mns

= apollo

(= appliance

(= audio_loopback

(= audio_player

~ = aws

(= greengrass

~ [ iot
~ = pub_sub

~ = publisher

[¢ publisher.c

[€ wifi_config_dcth

you will use.

~ (25 435000 Wi-Fi
~ [= apps
~ (= demo
= aliyun_mns
= apollo
(= appliance
(= audio_loopback
(= audio_player
~ (= aws
(= greengrass
~ (= iot
~ [= pub_sub
~ [= publisher
L& makefile
¢ publisher.c
IR —

¢ wifi_config_dcth

102

103 static wiced_aws_thing_security_info_t my_publisher_security_creds =
104 {

185 .private_key = NULL,

106 -key_length =8,

.certificate = NULL,
.certificate_length = @,
bE

static wiced_aws_endpoint_info_t my_publisher_aws_iot_endpoint = {

ts.iot.us-east-1.amazonaws.com

.root_ca_certificate = NULL,
.root_ca_length =0,

b

120

C) Open 43xxx_Wi-Fi\apps\demo\aws\iot\pub_sub\publisher\wifi_config_dct.h
CLIENT_AP_SSID, CLIENT_AP_PASSPHRASE and CLIENT_AP_SECURITY to match with your access point

a7
48 /* This is the soft AP used for device configuration */
49 #define CONFIG_AP_SSID "WICED_AWS"

50 #define CONFIG_AP_CHANNEL 1
51 #define CONFIG_AP_SECURITY  WICED SECURITY_WPA2_ AES PSK
52 #define CONFIG_AP_PASSPHRASE "12345678"

53

54 /* This is the soft AP available for normal operation (if used)*/
55 #define SOFT_AP_SSID "WICED Device"

56 #define SOFT_AP_CHANNEL 1

57 #define SOFT_AP_SECURITY WICED_SECURITY_WPA2_ AES_PSK
58 #define SOFT_AP_PASSPHRASE  "WICED_ PASSPHRASE"

60 /* This is the default AP thgdaa

define CLIENT_AP_SSID "AWS_TOT_PUB_AP"
7B ¢derine cLTENT Ap passphRASE “YoUR_ap_passperASE [

63 #define CLIENT_AP_BSS_TYPE ESS =T TP RO
64 #define CLIENT_AP_SECURITY  WICED_SECURITY_WPA2_MIXED_PSK
65 #define CLIENT AP_CHANNEL 1

66 #define CLIENT_AP_BAND WICED_8082_11_BAND_2_AGHZ

-transport e T TTNATIVES
_uri Stddke8seeky

.peer_common_name bl

_ip_addr = {a},

-port = WICED_AWS_IOT_DEFAULT_MQTT_PORT,

client)*/
/* Change this to your AP */

update

D) Open 43xxx_Wi-Fi\apps\demo\aws\iot\pub_sub\publisher\publisher.mk and add MurataTypellD as a

VALID_PLATFORMS.

~ 125 4300 Wi-Fi
v = apps
~ = demo
= aliyun_mns
(= apollo
(= appliance
= audio_loopback
= audio_player
v (= aws
(= greengrass
v & iot
~ (= pub_sub
~ (= publisher
L& makefile

|.& publisher.mk
P

~ [= subscriber
[ subscriber.c

37
38 $(NAME)_COMPONENTS := protocols/AWS

39

40 WIFI_CONFIG_DCT H := wifi_config_dct.h

11

42 $(NAME)_RESOURCES := apps/aws/iot/rootca.cer \

43 apps/aws/iot/publisher/client.cer \
44 apps/aws/iot/publisher/privkey.cer
45

46# To support Low memory platforms, disabling components which
47 GLOBAL_DEFINES += WICED_CONFIG_DISABLE_SSL_SERVER \

48 WICED_CONFIG_DISABLE DTLS \

49 WICED_CONFIG_DISABLE_ENTERPRISE_SECURITY \
50 WICED_CONFIG_DISABLE_DES \

51 WICED CONFIG_DISABLE ADVANCED SECURITY_CURV
52

53 VALID_OSNS_COMBOS := ThreadX-NetX_Duo
54 VALID_PLATFORMS := CY8CKIT_@62 \

55 CYW943907AEVALLF \
56 sLiom Qu2sa

57
58

CYW943455EVB_082 |
MurataTypell
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E)

Click New Make Target button and create new Make Target as below

demo.aws.iot.pub_sub.publisher-MurataTypellLD download download_apps run

= Create Make Target X | @ Make Target &
v 2 4300 Wi-Fi
Target name | demo.aws.iot.pub_sub.publisher-MurataType clean
® demo.appliance-CYW943907AEVALTF download r
Make Target % demo.temp_control-CYW943907AEVALTF downlo:
Same as the target name @ snip.apple_homekit.lightbulb_service-CYW943907/
Make target: | demo.aws.iot.pub_sub.publisher-MurataType @ snip.scan-CYW943907AEVAL1F
2 snip.scan-CYW943907AEVAL1F-debug download
Build Command ® snip.scan-CYW943907AEVAL1TF download
Use builder settings @ snip.scan-CYW943907AEVALIF download run
Build command: ${ProjDirPathl\make.exe @ snip.scan-CYW943907AEVALTF-FreeRTOS-LwIP-SD
@ snip.scan-CYW943907AEVAL1F-SPI download run
Build Settings =) snip.scan-CYW943907AEVALTF-ThreadX-NetX_Duc
Stop on first build error & snip.scan-CYW943907AEVAL1TF-ThreadX-NetX-SPI
Run all project builders @ snip.scan-MurataType1LD download download_af
@ test.console-CYW943907AEVAL1F download run
Cancel <

F) Double click “clean” from the Make Target to make sure you will have the latest files included.

G) Double click the Make Target you just created.

H)  While you are waiting the build to complete, open your appropriate COM port with terminal tool such
as TeraTerm and set baud rate as 115200bps

I)  Wait for a while to complete the build, then you will see Connection Successful message as below.

Starting WICED Wiced_#86.004.0008.0061
Platform MuratalypelLD initialised
Started Threadd v5.8

MICED_core Initialized

Initialising Net¥_Duo v5.16_sp3
Creating Packet pools

WLAN MAC Address : BB:9D:6B:59:D7:AC
WLAN Firmuare H

WLAN CLM H

wlB: May 2 2019 82:39:20 version 7.45.98.83 (»714225 CY)> FWID 81-476ccB?d
API:= 12.2 Data: 2.10.3% Compiler: 1.29.4 Clmlmport: 1.36.3 Creation: 2019-85-82 02:29:53

Obtaining IPu4 address via DHCP

L1428 : dhcp_client_init<{> : DHCP CLIENT hostname =

IPu4 network ready IP: 16.6

Setting IPvb6 link-local ad

I1Pu6 network ready IP: FE8 A8BB:0829D:6BFF:FE59:D?AC
[Application/AWS] Opening connection...

[Application/AWS] Try Connecting...
[AWS] AWS endpoint: #ats.:'u:lt.us—east—i.amaznnaus.cnm is at 523
[AWS/MQTT] Event receive

[Application/AWS] Connection Acknowledgment Received

[Application/AWS]1 Connection Successful...

[Application/AWS] Press the button to Publish Message...

[Application/AWS] Press the button to Publish Me

[Application/AWS]1 Press the button to Publish Me

[Application/AWS]1 Press the button to Publish Message._.

[WICED IP1]
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J)  Visit AWS loT Core Console and select Test from the left menu, then type “WICED_BULB” in the
Subscripton topic field, then click Subscribe to topic button.

_
&P Aws ot

Subscribe to a topic )
Subscribe

Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topic

Monitor and receive these messages.
Onboard bscription topi
Manage WICED_BULB Subscribe to topic
Greengrass

Max message capture @
Secure

100

Defend
Act Quality of Service @

@ 0 - This client will not acknowledge to the Device Gateway that messages are

Test received

1 - This client will acknowledge to the Device Gateway that messaqges are received

K)  Push SW1 on 1LD EVB.

L)  You will see “LIGHT ON”/”LIGHT OFF” messages on your browser.

Subscribe to a topic
Publish

Publish to a topic Specify a topic and a message to publish with a QoS of 0.

WICED_BULB Publish to topic
I WICED_BULB x

WICED_BULB May 14, 2020 6:47:45 PM -0700 Export Hide
LTGHT OFF

WICED_BULB May 14, 2020 6:47:42 PM -0700 Export Hide
LIGHT ON
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6.2. Running Subscriber Application

This is Wirelss Light Buld example which subscribes “WICED_BULB” topic and turn on/off LED1.

Open 43xxx_Wi-Fi\apps\demo\aws\iot\pub_sub\subscriber\subscriber.c and update the endpoint

with yours. If you do not know your endpoint, please check “5. Checking Your AWS Endpoint”.

static wiced_bool t is_subscribed = WICED FALSE;
static wiced_aws_thing security_info_t my_subscriber_security creds =
{

_private_key = NULL,

.key_length =0,

.certificate = NULL,

A) Open WICED IDE
v £ 4300 Wi-Fi ~ | 113
~ (= apps 114
w (= demo 1
= aliyun_mns 11:16
117
= apollo 118
= appliance 119
(= audio_loopback 120
= audio_player 121
v (= aws 122
(= greengrass
v = iot
~ [ pub_sub
(= publisher
= SUDSCTTUCT
¢ subscriber.c
T
. @.WIfI_[anlg_dCth 139
B) Open

.certificate_length =0,
b

static wiced aws_endpoint_info t my subscriber_aws_iot_endpoint = {

.transport ANS_ . “NATIVE,

-uri B j238td4dke8seeky-ats.iot.us-east-1.amazonaws . comyg
.peer_common_name = i

.ip_addr = {@8},

.port = WICED_AWS_TOT_DEFAULT_MQTT_PORT,
.root_ca_certificate = NULL,

_root_ca_length =0,

¥

43xxx_Wi-Fi\apps\demo\aws\iot\pub_sub\subscriber\wifi_config_dct.h

and

update

CLIENT_AP_SSID, CLIENT_AP_PASSPHRASE and CLIENT_AP_SECURITY to match with your access point

you will use.
~ 2 4300 Wi-Fi ~ || 47
v = apps 48 /* This
« = demo 49 #define
(= aliyun_mns % #def:!.ne
- 51 #define
& apollo 52 #define
(= appliance 53
(= audio_loopback 54 /* This
= audio_player 55 #define
« = aws 56 #define
(= greengrass >/ #deF:i.ne
o 58 #define
v (= iot 59
v [= pub_sub 68 /* This
= publisher [illl#define
~ (= subscriber §62 define
[€ subscriber.c 63 #define

5 SUBCTIBEr e
[¢ wifi_config_dcth

=4 ¥

64 #define
65 #define
66 #define
67

is the soft AP used for device configuration */
CONFIG_AP_SSID "WICED_AWS"
CONFIG_AP_CHANNEL 1

CONFIG AP _SECURITY  WICED SECURITY WPA2 AES PSK
CONFIG_AP_PASSPHRASE "12345678"

is the soft AP available for normal operation (if used)*/
SOFT_AP_SSID "WICED Device"

SOFT_AP_CHANNEL 1

SOFT_AP_SECURITY WICED SECURITY WPA2_AES PSK
SOFT_AP_PASSPHRASE "WICED_PASSPHRASE"

is the default AP thecka
CLIENT_AP_SSID "AWS_IOT_SUB_AP"
CLIENT _AP_PASSPHRASE "YOUR_AP_PASSPHRASE"
CLIENT_AP_BSS_TYPE DBSS. TVPE INFT
CLIENT_AP_SECURITY  WICED_SECURITY_WPA2_MIX
CLIENT_AP_CHANNEL 1

CLIENT AP_BAND WICED 802 11 BAND 2 4GHZ

client)*/

YA

m
ED_PSK

/* Change this to your AP */

C) Open 43xxx_Wi-Fi\apps\demo\aws\iot\pub_sub\subscriber\subscriber.mk and add MurataTypellLD as

a VALID_PLATFORMS.

w125 4300 Wi-Fi
v [ apps
v = dema
= aliyun_mns
= apollo
(= appliance
= audio_loopback
= audio_player
~ (= aws
(= greengrass
~ [=iot
~ [= pub_sub
(= publisher
~ [ subscriber

| L@ subscriber.mk

= shadow
(= azure_iot_hub

36

37 $(NAME )_COMPONENTS

38

39 WIFI_CONFIG_DCT_H

40

41 $(NAME)_RESOURCES :=

42
43

:= protocols/AWS
:= wifi _config_dct.h
apps/aws/iot/rootca.cer \

apps/aws/iot/subscriber/client.cer \
apps/aws/iot/subscriber/privkey.cer

44+# To support Low memory platforms, disabling components which are not required
45 GLOBAL_DEFINES += WICED_CONFIG_DISABLE_SSL_SERVER \

46
47
48
49
50

51 VALID_OSNS_COMBOS
52VALID_PLATFORMS

53
54

WICED_CONFIG_DISABLE_DTLS \
WICED_CONFIG_DISABLE_ENTERPRISE_SECURITY \
WICED_CONFIG_DISABLE_DES \
WICED_CONFIG_DISABLE_ADVANCED_SECURITY_CURVES

:= ThreadX-NetX_Duo
:= CY8CKIT_B62 \
NEB1DX_@1 \
CYW9439@7AEVALLF \

il aN264

CYW943455EVB_02 |
MurataTypell
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D) Click New Make Target button and create new Make Target as below

demo.aws.iot.pub_sub.subscriber-MurataTypellLD download download_apps run

£« Create Make Target x| ©@ Make Target &

~ 43xxx Wi-Fi
@ clean

@ demo.appliance-CYW943907AEVALTF download run

) demo.aws.iot.pub_sub.publisher-MurataType1LD download download_

Target npme: | demo.aws.iot.pub_sub.subscriber-MurataType

Make Target
Same as the target name @ demo.temp_control-CYW943907AEVALTF download run

@ snip.apple_homekitlightbulb_service-CYW943907AEVAL1F USE_MFI=1
%) snip.scan-CYW943907AEVAL1F

@ snip.scan-CYW943907AEVAL1F-debug download

%) snip.scan-CYW943907AEVALTF download

@ snip.scan-CYW943907AEVAL1F download run

@ snip.scan-CYW943907AEVAL 1F-FreeRTOS-LwIP-SDIO download run

=) snip.scan-CYW943907AEVAL1F-SPI download run

) snip.scan-CYW943907AEVAL1F-ThreadX-NetX_Duo-5DIO download rur
) snip.scan-CYW943907AEVALTF-ThreadX-MNetX-SPl download run

@ snip.scan-MurataType1LD download download_apps run

@ test.console-CYW943907AEVALTF download run

Make target: | demo.aws.iot.pub_sub.subscriber-MurataTyp

Build Command
Use builder settings

Build command: | ${ProjDirPath}\make.exe

Build Settings
Stop on first build error
Run all project builders

E) Double click “clean” from the Make Target to make sure you will have the latest files included.

F) Double click the Make Target you just created.
G) While you are waiting the build to complete, open your appropriate COM port with terminal tool such
as TeraTerm and set baud rate as 115200bps

H) Wait for a while to complete the build, then you will see Connection Successful message as below.

Starting WICED Wiced_ @06 .004.000.0061
Platform MuratalypelLD initialised
Started Thread® v5.8

WICED_core Initialized

Initialising Net®_Duo v5.18_sp3

reating Packet pools

HLAN MAC Address : BB:9D:6B:59:D7:AC

HLAN Firmware : wlB: May 2 2019 02:39:20 version 7.45.98.83 (»?714225 CY¥> FWID B1-476ccB9d

HLAN CLM : API: 12.2 Data: 2.18.39 Compiler: 1.29.4 Clmlmport: 1.36.3 Creation: 2019-85-82 82:29:53

Obtaining IPv4 address via DHCP
L1428 : dhep_client_init¢(> : DHCP CLIENT hostname = [WICED IP]

:@29D:6BFF:FE59:D7AC
[Application/AWS] Opening connection

[Application/AWS] Try Connectin
[AWS ] AWS endpoint: # ats.iot.us—east—1.amazonaws.com is at 34.1-
[AWS /MQTT] Event receive

[Application/AWS ] Connection Acknowledgment Received

[Application/AWS] Connection Successful.

[Application/AWS ] Suhfcrlhlng[ Topic WICED _BULB 1 ...

[RUS/HQTT] Event received

[Application/AWS ] Suh"crlhe Acknowledgment Received

[
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I)  Visit AWS IoT Core Console and select Test from the left menu, then click Publish to a topic.

@ AWS loT MQTT Cllent @ Connected as iotconsole-158950715
Onboard
Subscribe to a topic
Manage 2 Subscribe
Greengrass Publish to a topic Devices publish MQTT messages on topics. You can use this client to subscribe to a topi
and receive these messages.

Secure WICED_ BULE x Subscription topic

Defend WICED_BULB ‘ Subscribe to topic|

Act

Max message capture @
Test

100

J)  Type “WICED_BULB” in the topic field and “LIGHT ON” in the message field, then click Publish to topic
button.

Publish
Specify a topic and a message to publish with a QoS5 of 0.

WICED_BULB Publish to topic

K) You will see “light on” on your Tera Term and LED1 on EVB turned on. You can send “LIGHT OFF”

message to turn of the LED.

ekt w7

-a
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6.3. Running AWS Shadow Application

This is Wirelss Light Buld example which has Shadow on AWS loT and turn on/off LED1 with WiFi initialization

steps as SoftAP.

A) Open WICED IDE

B) Open 43xxx_Wi-Fi\apps\demo\aws\iot\shadow\thing_shadow\shadow.c and update the endpoint
with yours. If you do not know your endpoint, please check “5. Checking Your AWS Endpoint”.

[t Project Explorer & BE&|e =08 i shadow.c 2
~ 2 4300 Wi-Fi ~ | 110 wiced_aws_handle_t handle;
v (= apps 111 } my_shadow_app_info t;
v demo 113 stk had info_t app_inf
& aliyun_mns o static my_shadow_app_info_t app_info;
& apollo 115 static wiced aws_thing_security_info_t my_shadow_security_creds =
> appliance 116
= audio_loopback 117 /* Read security credentials either from DCT or 'resources' */
= audio_player 118 .private_key = NULL,
v B aws 119 .key_}er:lgth =0,
& greengrass 120 .cer*t:.lfl..cate = NULL,
o 121 .certificate_length = 0,
v = iot .
122 };
= pub_sub E
v = shadow static wiced aws_endpoint_info_t my_shadow_aws_iot_endpoint =

(= remote_sensor

{

& smart_device _transport = WICED AWS TRANSPORT MOTT NATIVE,

~ [= thing_shadow

[ device_dct config.c .uri El a38td4dke8seeky-ats.iot.us-east-1.amazonaws. com,
i _ip_addr = {07,
- .port = WICED_AWS_IOT_DEFAULT_MQTT_PORT,
| ¢ shadow.c .root _ca certificate = NULL,
= = g .root_ca_length =0,
[€ wifi_config dcth .peer_common_name = NULL,

v .

C) Open 43xxx_Wi-Fi\apps\demo\aws\iot\shadow\thing_shadow\thing_shadow.mk and add
MurataTypellD as a VALID_PLATFORMS.

[ Project Explorer & %[ e T= 0 [dshadowe In wifi_config_deth  [@ thing_shadow.mk 2
~ 5 AT00 Wi-Fi ~ 73 config/scan_page_outer.html \
~ (= apps 74 styles/buttons.c5§ \
. 75 styles/border_radius.htc
~ (= demo 76
. . o
-Lv aliyun_mns 77 $(NAME)_COMPONENTS += daemons/HTTP server \
= apolio 78 daemons/DNS_redirect \
(= appliance 79 protocols/DNS
(= audio_loopback 80
= audio_player 81 VALID_PLATFORMS := BCMO43362WCD4 \
v B aws 82 BCM943362HCD6 \
& greenarass 83 BCM943362WCD8 \
_ g 9 84 BCM943364WCD1 \
v ot 8s CYW94343UWCD1_EVB \
& pub_sub 86 BCMOA3438WCDL \
~ = shadow 87 BCMOA3A3WWCD2 \
(= remate_sensor 88 CYSCKIT_@62 \
> smart_device 89 cvwcm}gupﬁwﬂ_el \
g
~ (= thing_shadow 98 MEBIDX* \
91 CYW943907AEVALLF \

device_dct_config.c
L& makefile

@ thing_shadow.mk

92 rreneDeRErAD *
93 CYWIWCD76@PINSDAD2
94 MurataTypellD

95
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D) Click New Make Target button and create new Make Target as below

demo.aws.iot.shadow.thing_shadow-MurataTypellD download download_apps run

= Create Make Target % @ Make Target 2 - & |

~ 5 4300 Wi-Fi
| - - @ clean
Target name: Hemo.aws.|ot.shadow.th|ng_shadow—MurataT -
@ demo.appliance-CYW943907AEVAL1F download 1
Make Target (@ demo.aws.iot.pub_sub.publisher-MurataType1LD ¢

@ demo.aws.iot.pub_sub.subscriber-MurataType1LD
demo.temp_control-CYW943907AEVAL1F downlo

Same as the target name

Make target: | demo.aws.iot.shadow.thing_shadow-Murata’

@ snip.apple_homekit.lightbulb_service-CYW943907.
Build Command @ snip.scan-CYW943907AEVALTF
Use builder settings @® snip.scan-CYW943907AEVAL1F-debug download

@ snip.scan-CYW943907 AEVAL1F download

@ snip.scan-CYW943907 AEVAL1F download run

@ snip.scan-CYW943907 AEVAL1F-FreeRTOS-LwIP-SC
snip.scan-CYW943907AEVAL1F-SPI download run
@ snip.scan-CYW943907AEVAL1F-ThreadX-NetX_Du
% snip.scan-CYW943907 AEVALTF-ThreadX-NetX-SPI
@ snip.scan-MurataType1LD download download_aj
@ test.console-CYW943907AEVAL1F download run

Build command: ${ProjDirPath}\make.exe

Build Settings
Stop on first build error
Run all project builders

M) Double click the Make Target you just created.
N)  While you are waiting the build to complete, open your appropriate COM port with terminal tool such
as TeraTerm and set baud rate as 115200bps

E) Wait for a while to complete the build, then you will see below.
tarting WICED Wiced_@

Btarted Threadi v5.8
HIICED_core Initialized

Initialising MNet®_Duo v5.18_sp3
iCreating Packet pools
HLAN MAC Address : BB:9D:6B:59:D7:AC
HILAN Firmuare : wl@: May 2 2019 02:39:20 version 7.45.98.83 (»714225 CY> FWID B1-476ccB9d
JWLAN CLM : API: 12.2 Data: 9.108.39 Compiler: 1.29.4 ClmImport: 1.36.3 Creation: 2019-85-A2 BA2:29:53
Please wait,. connecting to network...
hold USER switch for 5 seconds during RESET to clear DCT configuration’
@:089D:6BFF:FES9:D7AC
: WICED_AWS

: 12345678
IP Address : 192.168.0.1

F)  1LD is now configured in soft-AP mode. Connect to the SSID WICED_AWS, from your laptop using the
Password in the terminal.

@: WICEF)_AWS
Secured

Enter the network security key
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G) Open the web browser and access the URL http://192.168.0.1

€)>C e © & 192.168.0.1/config/device_settings html - @

QCYPRESS WICED™ AWS IOT Service

H) Type “testThing” in the Thing Name filed and click Save Settings button. Thing Name must match with

the name you created on AWS loT Core Console.

testThing

I)  Click the first Choose File button and select 43xxx_Wi-Fi\resources\apps\aws\iot\subscriber\client.cer,
then click Upload Certificate button.
Then click the second Choose File button and select 43xxx_Wi-

Fi\resources\apps\aws\iot\subscriber\privkey.cer, then click Upload key button.

Choose File

Choose File

Note) In some environment, Chrome doesn’t work fine. Please try Firefox instead if you see this error

message in later step: [Shadow] Failed to Initialize Wiced AWS library
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))

K)

Click Wi-Fi Setup > button, then select SSID of your access point and type the password. Click Connect
button.

| ———— =

L Wi-Fi Setup > |

v'Scan Complete

< Device Setup

TestRouter ﬁ ,r

| Connect

1LD will restart.

Once 1LD is restarted, you shall see the below

Starting WICED Wiced

reating Packet pools
WLAN MAC Address : :9D:6B:59:D7:AC

HLAN Firmware ! May 2 2019 82:39:20 version 7.45.98.83 (714225 CY¥> FWID 01-476ccB?d
WLAN CLM = 12.2 Data: 9.10.39 Compiler: 1.29.4 Clmlmport: 1.36.3 Creation: 2019-05-82 B92:29:53
Please wait, connecting to network.

<To return to SSID console screen, hold USER switch for 5 seconds during RESET to clear DCT configuration?
oining :

Successfu
lhtalnlng IPv4 address via

DHCP
L1428 : dhcp_client_init<{> : DHCP CLIENT hostname = [WICED IP]

IPv4 network ready IP: 10.0.0.251

Setting IPv6 link-local address

IPv6 network ready IP: FE88O B929D:6BFF:FE59:D7AC
[Shadow] Reading Device’s certifi and private key from DCT...
[Shadow] Thing Name: testThin

[Shadow] Shadow State Topic: gausfthings/testThing/shadow/update
[Shadow] Shadow Delta Topic: $aws/things/testThing/shadow/update/delta
[AUS] AYE endpoint: NN --ts-iot .us—east—1.amazonaws.com is at 35 .
[AUS/MQTT 1 Event received 1

[AUS/MQTT]1 Event received 3

[AUS/MQTT]1 Event received 3

[AWS/MQTT ] Event received 4

Note) In some environment, Chrome fails uploading certificate and private key in step 1). If you see this

error message, please try Firefox instead: [Shadow] Failed to Initialize Wiced AWS library
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M) Visit AWS loT Core Console and select Manage - Things from the left menu, then click testThing.

&p Aws 1o Things
Monitor Search things Fleet Indexing ®
Onboard
Manage testThing
NO TYPE
Things
Types

Thing groups
Billing Groups

N) You will see below if everything is going well. Click Edit to update 1LD status.

Details Shadow ARN
Security
A shadow ARN uniquely identifies the shadow for this thing. Learn more
Thing groups
Billing Groups arn:aws:iot:us-east-1:462985695768:thing/testThing
Shadow
Interact Shadow Document -
Delete | Edit
Activity
Last update: May 20, 2020 11:12:30 AM -0700
Jobs
Shadow state:
Violations

r
L

Defender metrics tesirEits

"status™: "ON"
b
"reported”: {
"status": "OFF"
b
"delta™: {
"status": "ON"
}

}

0O) Confirm the desired status is ON, then click Save.

Shadow Document
Delete Cancell Save

Last update: May 20, 2020 11:12:30 AM -0700

Shadow state:

PV S

5
6
7
8
9
e
1

e
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P)  You will see Received Payload message on your Tera Term and LED1 on EVB turned on. You can send

OFF as desired status to turn off the LED.

[Shadow] Received éééloéd [ Topic:

$aws/things/testThing/shadow/update/delta 1]

"U;rsinn":S,"timestamp":1589998544,"state":{"status”:”OH”},”metadata“:{“status":{“timestamp“:1589998544}}}

ESh;dou] LED State OFFLlcurrent] —-2> ON[requested]
[AWS/MQTT] Event received 3
-

(END)
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